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Defending against AiTM phishing and BEC

This AiTM phishing campaign is another example of how threats continue to
evolve in response to the security measures and policies organizations put in
place to defend themselves against potential attacks. And since credential
phishing was |everaged in many of the most damaging_attacks last year, we
expect similar attempts to grow in scale and sophistication.

While AITM phishing attempts to circumvent MFA, it's important to underscore
that MFA implementation remains an essential pillar in identity security. MFA is
still very effective at stopping a wide variety of threats; its effectiveness is why
AITM phishing emerged in the first place. Organizations can thus make their MFA
iImplementation “phish-resistant” by using solutions that support|Fast ID Online
(FIDO) v2.0 pndcertificate-based authent]cm

Defenders can also complement MFA with the following solutions and best
practices to further protect their organizations from such types of attacks:

Hi#8: Microsoft
https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud
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